
Chris van ‘t Hof, 16 april 2025

Hoe cybercriminelen ons elektriciteitsnet kunnen 
verstoren (en wij helpen dat te voorkomen)
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Societal need: we do vulnerability disclosure to prevent online 
damage to as many internet users as possible and don’t serve any
particular financial, political or individual interests.

Principle of Proportionality: we serve this need with appropriate
means. Our research should increase and not decrease the integrity
and availability of online systems.

Principle of Subsidiarity: if several means are available to meet the
need, we opt for the one which has the least impact.
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● CVE-2021-30116 - A credentials leak and business logic flaw

● CVE-2021-30117 - An SQL injection vulnerability

● CVE-2021-30118 - A Remote Code Execution vulnerability

● CVE-2021-30119 - A Cross Site Scripting vulnerability

● CVE-2021-30120 - 2FA bypass

● CVE-2021-30121 - A Local File Inclusion vulnerability

● CVE-2021-30201 - A XML External Entity vulnerability

A CVE is a hackers best CV
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Wat zou een kwaadwillende kunnen met 10GW?







Organisatorisch landschap digitale 
veiligheid energie

NIS2, CRA...

Implementatie…
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people.divd.nl/careers
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Q&A

www.divd.nl/energie
chris@divd.nl
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